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Uses

Find bugs and (statically) check assertions

Detect vulnerabilities

]
[
m Check equivalence of implementations
m Abstract (parametric) testing

[

Successfully participate in SV-COMP
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Improve the quality of software
Reduce the time and effort for testing
No “false positives”

Support all features of C

Support most features of C++
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LLBMC - Low-Level Bounded Model Checking

m Method: (software) bounded model checking
a Consider only bounded number of loop iterations
a Consider only bounded function call depth
m Use an efficient SMT-solver

m Target: (embedded) C/C++ code

mu Key feature: bit-precision
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Built-In Checks
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Integer overflow and underflow
Division by zero
Invalid pointer dereference

Invalid malloc
Stack overflow

Memory leak

]
]

]

[

a Invalid free
]

[

m Invalid bitshift
[

User-provided properties (assume / assert)

4 Nov. 13,2013 S. Falke, F. Merz, C. Sinz - The Bounded Model Checker LLBMC T



LLBMC’s Approach
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http://1lbmc.org
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